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WHAT WE WILL COVER TODADY

The Records Management Lifecycle

‘ °
Import and manage a file plan

N

Categorize content according to your file plan

@ Types of retention: manual, automatic, event-based

TI] Disposition reviews and approval



COMPLIANCE LICENSING

E3/G3/A3 E5/G5/A5/Add-on Pack

e Office 365 E3 Advanced Compliance Add-on
* Microsoft 365 E3 Office 365 E5

Microsoft 365 E5 Information
Protection & Governance

Microsoft 365 E5 Compliance
Microsoft 365 E5

CORE ADVANCED

Detailed Compliance Licensing Information



https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance
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FILE PLAN MANAGER

File plan manager provides advanced management an organizational capabilities
for retention labels and retention label policies.

Microsoft 365 compliance

Records management

File plan  Label policies

Events

Disposition

52 Remove from navigation

Whether starting from scratch or an existing file plan, Microsoft 365 file plan uses advanced analytics and insights to help automate your retention schedules throughout the content
lifecycle. Our Excel template lets you quickly fill out your file plan so you can collaborate with stakeholders on your retention label strategy. When ready, simply upload the completed
plan to Microsoft 365 then publish or auto-apply the labels to see them in action.

—+ Createalabel ~ 71 Import « Export
Name T Status
Benefit Information Inactive
Budget \active
Confidential Act
Contract Over $1M Inactive
Contract over 50k Inactive
Contract under 50k Inactive
Discipline Materials Inactive
Earnings report Inactive
Employee Offer Letter nactive

() Refresh

Based on

When created

When created
When created
Event

When created

When created

When created

Al -~ r o
When created

'|‘.“Ji-||'..| 1 Created

Is record

Mo

Mo

Mo

Retention duration

Disposition type

Mo Action

Mo Action

Review required

Mo Action

Mo Action

Mo Action

Mo Action

Mo Action

37 items

Reference ID

L Search = Groupby  [§ Customize columns

Function/departme... Category

HR Employees
Finance Finance
Employment
Finance Finance
Finance Finance
HR Employees
Finance Finance
HR Employees

il

Subcategory

ADVANCED




ADVANCED

FILE PLAN DECRIPTORS

Reference ID

File plan descriptors

B u Si n ess Create 3 fak_ael to help users

classify their content.
Based on conditions you set below, we'll automatically apply this label to content. Users will see the label applied

F u n Ct i O n/ D e p a rt m e nt to their content that matches your specified conditions.

Name your label Reference Id

Category

Business function/department

S u b-catego ry Label settings Categc}w —

]I'l_' xv

AUth O rity type Review your settings Subcategory

elect a

Provision/citation o b

Provision/citation

Back Next Cancel
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FILE PLAN CUSTOMIZE COLUMN OPTIONS

o0 : : :
o'o Contoso Electronics Microsoft 365 compliance
= X
& Records management (preview) Customize columns
& : . - "
File plan Label policies Events Disposition
A Whether starting from scratch or an existing file plan, Microsoft 365 file plan uses advanced analytics and insights to help automate \ Status
lifecycle. Our Excel template lets you quickly fill out your file plan so you can collaborate with stakeholders on your retention label st Based on
ol plan to Microsoft 365 then publish or auto-apply the labels to see them in action. s record
Retention duration
= —+ Create a label T Import  Export () Refresh 37 items Disposition type
_ Reference ID
Gy Based ten e [
2 Function/department
Benefit Information Category
i Subcategory
0+ Budget :
Authority type
_— Provisi Itati
= Confidential rovision/citation
Created date
P Contract Over $1M i Created by
Last modified
I Contract over 50k i fi
ﬂ ™ Last modified by

Contract under 50k

Discipline Materials
—

Earnings report
™
L

Employee Offer Letter
N

Apply Cancel




ADVANCED

FILE PLAN VIEW OPTIONS

%2 Contoso Electronics Microsoft 365 compliance

* Sort by any

CO | umn @  Records management (preview) %% Remove from navigation
File plan Label policies Events Disposition
® A Whether starting from scratch or an existing file plan, Microsoft 365 file plan uses advanced analytics and insights to help automate your retention schedules throughout the content
Ifecycle. Our Excel template lets you quickly il out your Tile plan so you can collaborate with stakeholders on your retention label strategy. en ready, simply upload the complete
lif le. Our Excel late | ickly fill file pl llab ith stakehold ion label Wh dy, simpl load th leted
ot plan to Microsoft 365 then publish or auto-apply the labels to see them in action.
[ ]
vl Create a label ’T“ Import - Export Refresh items  projec = Grou = Customize columns
= + label port L Export (O 5 ‘ X pby || I3
Elh MName Status Based on Is record Eet-z'ﬂim duration d Disposition type Reference 1D Funct Mone Subcategory
Project Email Active Event Mo 1 otk Nisto-daleta Function/department
Status
. G ro u b E':IF Project Deliverable Active Event M 3 years Review required
Category
E Project Falcon nactive When createc Mo 7 days Review required
[ ]
fu n Ct I O n [‘1& Project Falcon Record nactive When created N 7 day: Review require
/ d I B Project Contract Active Event No 7 years Review required
tment ﬂ
epar ,
=
status, or o
categor [}
gory . |




BULK CREATE LABELS WITH EXPORT AND IMPORT

Name

Based on

Status
| |

Benefit Information
Budget
C:::nfidential
Contract Over 51M
ﬂ Contract over 50k

[ Contract under 50k
= Discipline Materials

Earnings report

1108 Employee Offer Letter
Empl::wee Records
Empl::wee Review

Exchange Retention Policy

Filing Data

BEN Health Plan
{158 Invoice
IR Keep Forever
58 Marketing One Sheet

Medical Records Retention Policy Active

Z08 No Retention
One Day Retention
z#8 Personal Financial PlI
2EW Pll Retention Policy

Project Contract

Prcject Deliverable

Pr:::je::t Email

Pr:::ject Falcon

E4W Project Falcon Record

=8 Public

Records Center After

Records Center Before
=¥ RecordsCenterBefore

Resume Classifier Test
=¥ Stock Awards

Tw::: Day Policy

m. bt .-..f-# B ———, Aﬁ* - “{- o e aam ol

Inactive When created No
Inactive When created No
Active  When created No
Inactive Event No
Inactive When created No
Inactive When created No
Inactive When created No
Inactive When created No
Inactive When created No
Active When created Yes
Inactive When created No
Inactive When created No
Inactive When created No
Inactive When created No
Inactive Last modified No
Inactive Label applied No
Inactive When created No
When created No
Inactive No
When created No
When created No
When created No

Inactive When created No

Active
Active
Active

Inactive Last modified No

Active Event No
Active Event No
Active Event No
Active Event No

Inactive When created No
Inactive When created No
When created No
Inactive When created Yes

Active

Inactive When created Yes
Inactive When created No
Inactive No
Inactive When created No
Inactive Label applied No

e, e

e

T e v __ Sl T a0 Shm—m— r,r v

Employees
Finance

Employment
Finance
Finance
Employees
Finance
Employees

Employees
Compliance
Finance
Employees
Accounts payable

Product Marketing

Commercial transactions

Strategy developmer Business

Marketing

Sales and Marketing Sales / Marketing

Compliance
Compliance
Compliance

Employees
Compliance

E F G H
|s record Retention duration Disposition type Reference ID Function/departmen Category
10 days No Action HR.105 HR
10 days No Action F.104 Finance
7 years Review required
7 days Auto-delete HR.303 HR
10 days No Action F.100 Finance
10 days No Action F.101 Finance
10 days No Action HR.103 HR
10 days No Action F.102 Finance
10 days No Action HR.102 HR
Forever No Action
10 days No Action HR.101 HR
2 years Auto-delete RC.102 Operations
10 days No Action F.103 Finance
10 days No Action HR.104 HR
30 years Auto-delete F.201 Finance
Forever No Action
3 days No Action M.102 Marketing
7 years No Action
None Auto-delete
1 day Review required
3 years Auto-delete
7 years No Action Legal-2019 Legal
5 years Review required Privatel101
1 year No Action M.101 Marketing
10 years Review required SAL1300
7 years Review required
3 years Review required
1 month Auto-delete
7 days Review required
7 days Review required
5 years No Action
1 day No Action RC.103 Operations
1 day Auto-delete RC.105 Operations
3 days No Action RC.101 Operations
None Auto-delete
10 days No Action HR.106 HR
2 days Auto-delete RC.104 Operations
Y NP e g

K

Legal
Regulatory

Business
Regulatory
Regulatory
Business
Regulatory
Business

Business
Legal
Regulatory
Business
Regulatory

Business

Legal

Business
Business
Business

Legal
Legal
Legal

Legal
Legal

L

Subcategory Authority type Provision/citation

Sarbanes-Oxley Act of 2002

Sarbanes-Oxley Act of 2002
Sarbanes-Oxley Act of 2002

Sarbanes-Oxley Act of 2002

Sarbanes-Oxley Act of 2002
Sarbanes-Oxley Act of 2002

Sarbanes-Oxley Act of 2002
Sarbanes-Oxley Act of 2002
Sarbanes-Oxley Act of 2002

Sarbanes-Oxley Act of 2002

N

Created date

2019-10-04T18:29:04.0007
2019-10-04T18:29:04.0007
2019-09-01T15:53:53.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:03.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:03.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:03.0007
2019-09-01T15:54:02.0007
2019-10-04T18:29:04.0007
2019-10-04T718:29:04.000Z
2019-10-04T718:29:04.000Z
2019-10-04T718:29:04.0007
2019-10-04T718:29:04.0007
2019-10-04T718:29:04.000Z
2019-10-04T718:29:03.000Z
2019-09-01715:54:37.000Z
2019-10-04T18:29:03.0007
2019-10-10T22:28:58.0007
2019-09-01T15:54:02.0007
2019-09-01T15:54:41.0007
2019-09-01T15:20:05.0007
2019-10-04T18:29:04.0007
2019-09-01T15:54:03.0007
2019-11-10T21:11:27.0007
2019-11-10T21:39:13.0007
2019-11-10T721:40:50.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:04.0007
2019-09-01T15:54:01.0007
2019-10-04T18:29:03.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:04.0007
2019-11-10T04:51:25.0007
2019-10-04T18:29:04.0007
2019-10-04T18:29:04.0007

e > v

ADVANCED

Created by

Allan Deyoung
Allan Deyoung
Megan Bowen
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Megan Bowen
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Megan Bowen
Allan Deyoung
Allan Deyoung
Megan Bowen
Megan Bowen
Megan Bowen
Allan Deyoung
Megan Bowen
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Megan Bowen
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung
Allan Deyoung

PR [

Last modified
2019-10-04T18
2019-10-04T18%
2019-09-01T19
2019-10-04T18;
2019-10-04T18
2019-10-04T1
2019-10-04T1
2019-10-04T1
2019-10-04T18:
2019-09-D1T1)
2019-10-04T18:;
2019-10-04T14%,
EDIQ-ID-Ddle
2019-10-04T18%,
2019-10-04T1
2019-10-04T1
2019-10-04T1
2019-09-01T15g
2019-10-04T18:
2019-10-10T2
2019-09-01T1
2019-09-02T00:
2019-09-02T0
2019—1D—D4T153
2019-09-02T00F
2019-11-10T2 ¢
2019-11-10T21:
2019-11-10T2
2019-10-04T18:
2019-10-04T1
2019-09-01T1
2019-10-04T18:
2019-10-04T1
2019-10-04T1
2019-11-10T04;
2019-10-04T18% —

2[]19—1!]—04T1?

>




EXPORTED FILE PLAN INFORMATION

Name Retention label name Any text
Status Whether the label is currently applied to content Active or Inactive (automatic)
Based on What triggers the retention period When created, When modified, Event, When
labeled
s record Is the label a record? Yes or No
Retention The duration of the retention period Days, Months, Years, or Forever
Disposition type What happens when the retention period is over No action, Review required, Auto-delete
Reference Label descriptor information Any text
Function/Department Label descriptor information Any text
Category The category of the retention label Any text
Subcategory The subcategory of the retention label Any text
Authority Why you created the label Any text, typically Business, Legal, or Regulatory
Provision/citation The provision of citation associated with the label Any text
Created date The created date of the label Cannot be edited (Automatic)
Created by The name of the person that created the label Cannot be edited (Automatic)
Modified date The date the label was last modified Cannot be edited (Automatic) TODN
Modified by Who last modified the label Cannot be edited (Automatic) %’3]




EXPORT AND IMPORT THE FILE PLAN

Fill out and import your file plan

Fill out and import your file
plan

Follow these steps to populate your file plan with retention labels and their related settings, then upload the
completed plan to put your labels to work.

1. Download and fill out the file plan template (CSV format) Download a blank template

2. Fill out your file plan by adding new retention labels or editing existing ones. Get tips on how to
fill out the template

3. Kick off the import process by locating the completed plan.

4. When the import is complete, put your file plan into action by returning to the ‘File plan’ page to
publish or auto-apply your retention labels.

& File plan actions «

Lreate 3 label

D

0

Fublish labels

Auto-apply a label

Cancel

ADVANCED




ADVANCED

VIEW THE LIFECYCLE OF LABEL CONTENT

o0 : . :
o'o Contoso Electronics Microsoft 365 compliance
- X
. One Day Retention
@ Records management (preview)
¢ Edit label = Publish label || <2 Auto-apply a label
< File plan  Label policies Events Disposition _ SHEELE IRy S e
] Delete label " Explore items
A
Whether starting from scratch or an existing file plan, Microsoft 365 file plan uses advanced analytics and il
lifecycle. Our Excel template lets you quickly fill out your file plan so you can collaborate with stakeholders 2
e plan to Microsoft 365 then publish or auto-apply the labels to see them in action.
Name
i _ .
= —~+ Createalabel ~~ 1 Import | Export (0 Refresh One-Day-tetention
Qb MName Status Based on Is record Retention duration T Di
— Description for admins Edit
One Da}! Retention Active When created No 1 day Re
s Records Center After Inactive When created Yes 1 day N
Description for users Edit
= Records Center Before Inactive When created Yes 1 day Al
(2 Project Email Active Event No 1 month AL File plan descriptors Edit
I K Product Marketing Materials Inactive ast modified No 1 year N
&
EI Benefit Information nactive When created No 10 days N Retention Edit
1 day
Budget Inactive When created No 10 days N Preserve, review and delete
= Based on when it was created
Contract over 50k Inactive When created No 10 days N
B
Contract under 50k nactive When created No 10 days N Reviewers Edit
C
[




ADVANCED

VIEW LABEL ACTIVITY

* View label activity

. One Day Retention
 See a summary of locations

where the label is used

Activity  Items with this label Pending disposition Disposed items

Items with this label by locations

438 I...

Exchange
T 219

SharePoint
e 214

OneDrive for Business
HS5

N
| |/,E\//“>| ]

\ \_a//



ADVANCED

FILE PLAN VIEW OPTIONS

* Browse label

locations One Day Retention

Py V : Activity Items with this label Pending disposition Disposed items
|IeEW
SharePoint

Filters < Exchange < — —
. Your Azure AD |dentity Protection Weekly Digest Open item &3
S Ite S a n d @ SharePoint and OneDrive for Business Location name Count . _ - _ J
Your Azure AD ldentity Protection Weekly Digest Open item &0
. @  Allan Deyoung 103
O n e D r I Ve g: Exchange Your Azure AD |dentity Protection Weekly Digest Open item &3
Meaan Bowen 101
Your Azure AD ldentity Protection Weekly Digest Open item O
accounts prav—.
Your Azure AD |dentity Protection Weekly Digest Open item &
PY S e e EXC h a n ge Your Azure AD Identity Protection Weekly Digest Open item O
You now have Audio Conferencing for Microsoft Teams or Skype for Busines...  Open item =5
° I AR Sa ki )
e m a I a C CO u n t S o You have been added to a team in Microsoft Teams Open item O
Nestor Wilke 2
Yau have hean addad ta a team in Mirracaft Taame Nnan itam ] v

o Vi eW i n d ivi d u a I 1 item selected. 7 items loaded. 0 items selected. 13 items loaded.
files or emails
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Apply Retention

Event-Based Retention

Manage SharePoint, OneDrive, Groups, Exchange Email
Content

Manage Microsoft Teams, Skype for Business, Exchange Public
Folders Content

Manage Content as a [finalized] Record

Apply Based on Sensitive Information

Apply Based on Specific Words and Phrases

Granularity to Specific Documents

X
X

X X X X

RETENTION LABELS VERSUS RETENTION POLICIES

X




WHAT IF CONTENT QUALIFIES FOR MORE THAN
ONE RETENTION PERIOD?

The principles of retention

E Retention wins over deletion
Longest retention period wins

' Explicit inclusion wins over implicit inclusion

ﬁ Shortest deletion period wins
CORE




ADVANCED

CREATE A RETENTION LABEL

EE Contoso Electronics Microsoft 365 compliance

{ Home Records management 53 Remove from navigation
 Compliance score : ¢ , e
P File plan Label policies Events Disposition
A Aerts Whether starting from scratch or an existing file plan, Microsoft 365 file plan uses advanced analytics and insights to help automate your retention
schedules throughout the content lifecycle. Our Excel template lets you quickly fill out your file plan so you can collaborate with stakeholders on your
k2 Reports retention label strategy. When ready, simply upload the completed plan to Microsoft 365 then publish or auto-apply the labels to see them in action.
—— . — —
25 Policies + Createalabel | 7 Import { Export () Refresh 33items O Search = Groupby v [T Customize columns
le Pafmicsions Name Status Based on Is record Retention duration Disposition type Reference ID Function/depar
Benefit Information When created No 10 days No Action HR.105 HR
Solutions Budget nactive When created No 10 days No Action F.104 Finance
BE']_ Catalog Confidential Active When created No [ years Review required
=1 Information protection Contract Over $1M Inactive Event No 7 days Auto-delete HR.303 HR
. Contract over 50k Inactive When created No 10 days No Action F.100 Finance
(A Data loss prevention
Contract under 50k nactive When created No 10 days No Action F.101 Finance
[& Records management
Discipline Materials nactive When created No 10 days Mo Action HR.103 HR
= Information governance
Earnings report Inactive When created No 10 days No Action F.102 Finance
& Data subject requests
Employee Offer Letter nactive When created No 10 days No Action HR.102 HR
(5 Content search : b
ﬁ allirrmsram N N




CREATE A RETENTION LABEL

o3 Contoso Electronics Microsoft 365 compliance

(Y Home Information gove rnance 58 Remove from navigation
= Compliance score Labels  Label policies Import Retention Archive
A Alerts When published, retention labels appear in your users' apps, such as Outlook, SharePoint, and OneDrive. When a label is applied to email or docs
(automatically or by the user), the content is retained based on the settings you chose. For example, you can create labels that retain content for a
eports certain time or ones that sim elete content when it reaches a certain age. Learn more about retention labels
k2 Report rtain t that simply delete content when it reach rtain age. L bout retention label
=

Policies —+ Create a label | T2} Publish labels 4% Auto-apply a label () Refresh

Q}. Permissions

Name Created by Retention duration Last modified

Employee Offer Letter Allan Deyoung 10 days 10/04/2019
Solutions

Records Center After Allan Deyoung 1 days 10/04/2019
Hi Catalog

Discipline Materials Allan Deyoung 10 days 10/04/2019
= Information protection o , . B

Pll Retention Policy Megan Bowen [ years 09/01/2019
[E Data loss preventmn Personal Financial Pl Megan Bowen 1095 days 09/01/2019
Dg, Records management Marketing One Sheet Allan Deyoung 3 days 10/04/2019

; No Retention Allan Deyoung Unlimited 10/04/2019

B Data subject requests

Product Retired Megan Bowen 3650 days 09/01/2019
['}: Content search

One Day Retention Allan Deyoung 1 days 10/10/2019
CEEE et W S s v




NAME YOUR LABEL

Add a name and description:

* Make the Name specific, e.g.,
Financial Contracts 3-year
retention

 Add a detailed description that
only admins will see

* Add a description for end users
that will allow them to
differentiate this from other labels

Name your label

Name * (i)

CORE

ti'!-*:'!' a rienaly name

Description for admins

Enter a description that's helpful for admins who will manage this label

Description for users (D

Enter a description that's helpful for users or leave blank to use the default description

Cancel




LABEL SETTINGS

Options for Label Settings Include:

* Turn retention on or off
* Set the retention time period
* Act after the retention period is over:
* Delete content automatically
B - Trigger a disposition review
* Do nothing

* Do not retain content — delete it if it is older than a time
period

* Set a trigger for the retention period

 Choose to have the label classify content as a record

Label settings

Retention ()

On

When this label is applied to content...

@ Retain the content @

For this long... Y || 7 years

What do you want to do after this time?

O Delete the content automatically. (7)
O Trigger a disposition review. (7)
@ Nothing. Leave the content as is. ()

O Don't retain the content. Just delete it if it's older than @

Retain or delete the content based on| when it was created

Label classification

[] Use label to classify content as a "Record" ()
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Microsoft 365 compliance

PUBLISH A RETENTION LABEL

(a

Co

(Y Home

Q  Compliance score

/\  Alerts

" Reports

% Policies

Q}. Permissions

Solutions

Hi Catalog

= Information protection

Data loss prevention

Records management

Information governance

Data subject requests

Content search

-
AR T Tt =Ty S

Records management

File plan  Label policies

Disposition

Whether starting from scratch or an existing file plan, Microsoft 365 file pl
schedules throughout the content lifecycle. Our Excel template lets you qt
retention label strategy. When ready, simply upload the completed plan t

~+ Create a label
Name
Enefit Information
Budget

Confidential

Contract Over $1M

Contract over 50k

Contract under 50k

Discipline Materials

Earnings report

Employee Offer Letter

T Import

L Export

Status

Inactive

Nnactiye

nactive

Inactive

e T e ST i
Iaciive

() Refresh

Based on

When created

when Created

When created

s re

MNo

No

No

MNo

Mo

MNo

MNo

MNo

No

Benefit Information

& Edit label =2 Publish label

[ Delete label

© Explore items

Name

Benefit Information

Description for admins
Description for users

File plan descriptors
Reference Id: HR.105

Business function/department: HR
Category: Employees

Authority type: Legal

Retention
10 days

NDatkaie melos

Close

<D Auto-apply a label

Edit

Edit

Edit

Edit




e .
o'o Contoso Electronics

(Y Home

Q  Compliance score
/\  Alerts

¥~ Reports

% Policies

Q}. Permissions

Solutions
Hi Catalog
= Information protection
[E Data loss prevention
(& Records management
I = Information governance
Data subject requests

]:'}: Content search

-
ﬂ ~ AR T Tt =Ty S

Microsoft 365 compliance

Information governance

Labels | Label policies Import Retention Archive

PUBLISH A RETENTION LABEL

58 Remove from navigation

When published, retention labels appear in your users' apps, such as Outlook, SharePoint, and OneDrive. When a label is applied to email or docs
(automatically or by the user), the content is retained based on the settings you chose. For example, you can create labels that retain content for a

certain time or ones that simply delete content when it reaches a certain age. Learn more about retention labels

- Create a label | T2 Publish labels | 4% Auto-apply a label () Refresh

Name

Employee Offer Letter

Records Center After

Discipline Materials

Pll Retention Policy

Personal Financial Pl

Marketing One Sheet

Contract over 50k

No Retention

Product Retired

One Day Retention

Created by

Allan Deyoung

Allan Deyoung

Allan Deyoung

Megan Bowen

Megan Bowen

Allan Deyoung

Allan Deyoung

Allan Devoung

Megan Bowen

Allan Deyoung

Retention duration

- M
10 days

7 years

1095 days

3 days

10 days

Unlimited

3650 days

-

| days

| ast modified

10/04/2019

10/04/2019

09/01/2019

09/01/2019

10/04/2019

10/04/2019

10/04/2019

09/01/2019

10/10/2019




PUBLISH A RETENTION LABEL POLICY

Can be deployed to specific locations or the entire organization

ALL LOCATIONS

Entire ONEDRIVE FOR

Locations SHAREPOINT BUSINESS GROUPS EXCHANGE EMAIL

Include or

Exclude UP TO 100 SITES UP TO 1000 ACCOUNTS UP TO 100 GROUPS UP TO 1000 RECIPIENTS

Up to 10,000 retention label policies per tenant




CREATE A RETENTION POLICY

o' Contoso Electronics Microsoft 365 compliance

{} Home
L]
Q@ Compliance score Information governance 53 Remove from navigation
A\ Alerts Labels Label policies Import ‘ Retention \ Archive
b Reports Email, documents, Skype and Teams conversations. Your users generate a lot of content every day. Take control of it by setting up retention policies to
p yp g ry aay Y g up P
keep what you want and get rid of what you don't. Learn more about retention
E Policies

—+ New retention policy | 4 Export () Refresh [ Inactive mailbox 8items O Search

Q; Permissions

Mame Created by Last modified
Emplgyee Records Megan Bowen September 1, 2019 8:54 AM
Solutions
Medical Records Retention Policy Megan Bowen September 1, 2019 8:54 AM
Hf catalog
One Day Retention - Everywhere Allan Deyoung October 10, 2019 3:30 PM
= Information protection : _ ) _ -
Personal Financial Pl Megan Bowen September 1, 2019 8:54 AM
Data loss prevention : : . , : e
L8 P PIl Retention Policy Megan Bowen September 1, 2019 8:54 AM
[& Records management Product Retirement Allan Deyoung September 1, 2019 5:21 PM
= Information governance Sensitivity Megan Bowen September 1, 2019 8:54 AM
: S. Fi i i Megan Bowen September 1, 2019 8:54 AM
8 Data subject requests U.S. Financial Data Policy jan Bov P LA

[}: Content search

TS eDiscovery NF.

https://compliance.microsoft.com/informationgovernance



https://compliance.microsoft.com/informationgovernance

NAME YOUR POLICY

Add a Name and Description:

* Make the Name specific, e.g., Name your policy

Financial Contracts 3-year ——
ame
rete ntio n |E|“|'t+3r' a friendly name

 Add a detailed description that
only admins will see

Description

Enter a friendly description for your policy

Cancel
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CREATE A RETENTION POLICY: CONFIGURE SETTINGS

Decide if you want to retain content, delete it, or both OptiOnS fOr Settings |nC|Ude:

Do you want to retain content? (O

@ Yes, | want to retain it D

 Decide whether you would like to retain or
delete the content.

‘ For this long... Y || 7 ‘ years v

Retain the content based on‘ when it was created vi(® ® If Only delete’ Set the time perlod.

o0 you want us to delete it after this time? @ - 5 . .

E)i é e * |If retention, set the time period and trigger

date.

* Once the retention period has passed decide
whether content should be deleted.

O No, just delete content that's older than (5)

Need more options?

e Choose whether to use advanced retention
settings

O Use advanced retention settings O)

Back

‘_1-\..
C .
oS oy - ;
;.-' L :;;, " ."'._I l,-'-f-__, \\i\ g y
[ 7 N\
f 1 P L !
| AN
l 1 - ':-"\: 1 il |
A { L ) |
) b ¥ S ¥ | __'-'r I
l". R .l'._-"‘_'.:"'_"-.""}\, rf :-:'
\ o 4 - .
L P T s B
\\’if___ a0 /
- e e 12 :
C e § -
H“"*-u..__;-__..a-""fr




CREATE A RETENTION POLICY: CHOOSE LOCATIONS

Entire
Locations

Include or
Exclude

EXCHANGE
EMAIL

UP TO 1000
RECIPIENTS

EXCHANGE EMAIL AND PUBLIC FOLDERS, SHAREPOINT, ONEDRIVE, AND OFFICE 365 GROUPS

ONEDRIVE EXCHANGE
SHAREPOINT FOR GROUPS SR FOR PUBLIC

BUSINESS BESINESS FOLDERS

UP TO 100 UP TO 1000 UP TO 100 UP TO 1000 UP TO 1000
SITES ACCOUNTS GROUPS ACCOUNTS ACCOUNTS

Up to 10,000 retention policies per tenant

TEAMS
CHANNEL
MESSAGES

UP TO 100
TEAMS

UP TO 1000
ACCOUNTS







OPTIONS TO RETAIN DATA IN OFFICE 365

CORE bOLICY ADVANCED

GENERAL RETENTION AUTO-CLASSIFY

Apply a retention policy to broad @ Automatically apply retention labels to
locations, such as all SharePoint sites specific content.

or a specific site.

CORE ADVANCED

MANUALLY CLASSIFY

Allow end users to manually classify
content with retention labels.

EVENT-BASED

Use built-in or custom classifiers to
identify specific types of info and
items In your organization.

RETENTION LABEL




MANUALLY APPLY A RETENTION LABEL: FILES

For SharePoint,
OneDrive, and Group
files content, any user in
the default Members
group (the Edit
permission level) can
apply a label

to content

For Exchange, users can
apply to their own email

CORE

&> Share @ Copylink + Download

Documents
!i] Name
Design

Digital Assets Web
General
Go to Market Plan

(V) Marketing
Research and Development

BB| Campaign Sales Data.xlsx

li] Delete

43 Pin to top

Modified

aepiembper

Lo e e e .
. Tembel
e b LA L= A=

ks ;'.J:'l-_lll': '..JI

-:, 31 '_'_'” el 1

=[ Rename

September 2

Auqust 217

August 21

57 Move to

Modified By

Allan Deyoung

;A [ ALSE
vieddan bowen

[ Copy to

Retention label

One Day Retention

X 1selected = All Documents* “

Marketing

Name *

iy Marketing

Apply retention label

One Day Retention

None
Clear the labet

Confidential

Employee Records

One Day Retention

Retain for

1 day

} + -5 T ¥
et W VT
L |':.' ” | g e B g
’ E

Personal Financial Pl

Product Retired

'+ PR
HEeTain oo

Public

10 years

f
|

| "-'f-

/ xﬁff,’ h_;{;_\ | I._,.-';’z \
| :%éﬁ”?;;“\.ﬂ ]

‘\\i\ ""‘x "

W

\ \=/ /

e

% ‘x\_:_\_\_'-".____:_,.-_-__".-/ _G_j
i .*'i“r-ﬂ s )
S g e 1 ]

—



APPLY A RETENTION LABEL TO A DOCUMENT

LIBRARY

oo -
o' Contoso Electronics

Z EDIT LINKS

Home
Conversations
Documents
Notebook
Pages
Recent

Site Assets
Site contents

Recycle Bin

# EDIT LINKS

e Documents » Settings

List Information

Name: Documents
Web Address: https://m365x172465.sharepoint.com/sites/Mark8ProjectTeam/Shared Documents/Forms/Allltems.aspx
Description:

General Settings

@ List name, description and navigation

1]

Versioning settings

8 Advanced settings

@ Validation settings

8 Column default value settings
@ Audience targeting settings

@ Rating settings

@ Form settings

Columns
| | nfc 1 abo L
& chick ait
Title
Modified

Created

Permissions and Management Communications
@ Permissions for this document |ii]'~'1'}' m R35 H'._lr'E”"-]H
8 Manage files which have no checked in version

8 Worktlow Settings

@ Apply label to items in this list or library

lype
Single line of text
Date and Time

Date and Time

B Enterprise Metadata and Keywords Settings

ADVANCED




APPLY A RETENTION LABEL TO A DOCUMENT

LIBRARY

oo -
o' Contoso Electronics

Z EDIT LINKS

e Settings + Apply Label

Home Apply a label to items in this library

for 1 year, all new itemns in this library will inherit the label and be retained

Notebook far 1 vear. You

u can also apply the label to items that already exist in the

10rary

Pages
Recent

Site Assets
Site contents

Recycle Bin

Z EDIT LINKS

Coniarsaticne e labels here are provided by your o ganization tc .u._l._ etair and p otect
mportant information. When applied, all items in this library will be subject

Documents to the label's settings. For example, if you apply a label that retains content

o

One Day Retention (Retain for 1 days) ¥
Apply label to existing items in the library.

= a et el -
search this site

Save

Cancel

ADVANCED




AUTOMATICALLY APPLY RETENTION LABELS

Choose the type of content you want to apply this label to

Automatically apply a label to

content
O Apply label to content that contains sensitive info (7)

@ Apply label to content that contains specific words or phrases, or properties ()

Choose label to auto-appl
PEE (O Apply label to content that matches a trainable classifier 0

‘ Back ‘ Mext ‘ Cancel

Settings

Name your policy

Locations

Review your settings

ADVANCED




AUTO-APPLY BASED ON SENSITIVE INFORMATION
TYPES

Use 100 built-in or custom sensitive data types to auto-apply labels to SharePoint,
OneDrive, Exchange (all mailboxes only).

ADVANCED

* Choose a sensitive information type. Select from a template ~
* When the sensitive information pattern is
found, it will apply the retention label.

Just tell us what kind of information you want to detect.

Search Show options for | All countries or regions ¥

Canada Financial Data

Financial o .
Australia Financial Data

Description

-I;E} Medical and health Helps detect the presence of information

: : commonly considered to be financial data in
Canada Financial Data . i
Canada, including bank account numbers and

Choose the type of content you want to apply this label to

Privacy credit cards.

@ Apply label to content that contains sensitive info (1)

, - : France Financial Data . i
O Apply label to content that contains specific words or phrases, or properties (7) fu Custom Protects this information:

O Apply label to content that matches a trainable classifier (1) * Credit Card Number
* (Canada Bank Account Number

Back m Cancel Germany Financial Data %
\Z)
'c:' j—j

r‘{t\- S f';_l:CJ
ﬁ;c'l;:_ s

>




AUTO-APPLY BASED ON A SEARCH QUERY

Use Keyword Query Language (KQL) to auto-apply labels to content in Exchange,
SharePoint, OneDrive, and Office 365 Groups.

* Apply a label to content that contains specific

words, phrases, or values of searchable properties.

* Refine your query by using search operators like
AND, OR, and NOT.

Choose the type of content you want to apply this label to

O Apply label to content that contains sensitive info (i)
@ Apply label to content that contains specific words or phrases, or properties (i)

O Apply label to content that matches a trainable classifier (0)

Back Next Cancel

Detect content that matches this query:

<~ Conditions

We'll apply this policy to content that matches these conditions, ()

Keyword query editor

sitethttps://contoso.sharepoint.com/sites/finance AND contenttype:invoice

_,'(‘{.:\_ iy
ﬁ;c'l;:_ s




ADVANCED

AUTO-APPLY BASED ON A SEARCH QUERY

Choose from the built-in and custom classifiers that are available to use in your
organization.

Choose a trainable classifier
Leve rages maChine teaChing tO |ea rn What a type Of Choose from the built-in and custom classifiers that are available to use in your organization.

CO nte nt | O O kS I i ke . Can't find a custom classifier that you just published? Publishing a new classifier can take a while, so you might
. . . . o need to cancel this wi_z:?lrd?and start the process over after verifying that the classifier is ready to use.
M |CrOSOft h aS SIX bu I It_l n CIaSSIfI e rS. Need a different classifier? Create a new one
You can create a custom classifier for your Name Publisher
O rga n i Zat i O n . O Offensive Language Microsoft
O Resumes Microsoft
O Source Code Microsoft
Choose the type of content you want to apply this label to O Trgeted Harmsmen _
O Apply label to content that contains sensitive info (7) (O Profanity Microsoft
O Apply label to content that contains specific words or phrases, or properties (i) O Threat Microsoft

© Apply label to content that matches a trainable classifier (i)

Back Next Cancel Back Next Cancel




7 DAYS TO APPLY A RETENTION LABEL
RETROACTIVELY

Labels are
auto-applied

Label policy is synced to

locations

— 1 day

¥ Status = Success (On)

7 days

7
\

ADVANCED

Labels applied
retroactively to
content within




ADVANCED

EVENT-BASED RETENTION

What is an event? Why do | need event-based retention?

& Types of events:

An employee leaving an organization
A contract expiring
A product reaches end of life

@ When an event occurs, retention policies on documents often change

O

depending on the nature of the specific event

Example: when an employee joins an organization, the retention policy on their employment contract is permanent, but
once they leave the retention policy changes to 7 years from the date of departure.

Frequency of events demands automation

Use event-based retention to give employees opportunity to initiate the process & automate the application of the
retention change —

e
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PROJECT SCENARIO WITH EVENT-BASED RETENTION

PROJECT 836574

RETAIN FOR 7 YEARS

‘
——

PROJECT 836574 CONTRACT

PROJECT 836574 DELIVERABLES

| | RETAIN FOR 3 YEARS
|
|

AueraereRiseyan A DELETE AFTER 30 DAYS

= RETENTION LABEL

PROJECT 836574 END DATE EVENT ALL PROJECT CONTENT TAGGED
RENTENTION PERIODS BEGIN WITH PROJECT CODE 836574

ADVANCED




ADVANCED

EVENT-BASED RETENTION

How do | enable event-based retention?

Create a retention label and choose event type

@ Publish label and add event ID to content

@ Create and trigger the event




ADVANCED

CREATE A RETENTION LABEL WITH AN EVENT TYPE

Label settings

* Create a new retention label =

Name your label c

On

* On the Label settings screen,

@ Retain the content (5)

select the drop down next to e K g

Retain or delete the content G
based on

=

Notify these people when there are items ready to review

O Nothing. Leave the content as is. (7)

O Don't retain the content. Just delete it if it's older than (7

e Choose an event

Retain or delete the content based o1 an event ¥IlLL

Content that has this label applied will be associated with the type of event you choose. When
there's a specific occurrence of this event type, you'll create the actual event to start the

* Create a label for each type of e

Edit

content, e.g., contract, el dasifcaion

_| Use label to classify content as a "Record" \l

deliverable, email - [




ADVANCED

WHEN THE EVENT OCCURS, MAKE A NEW EVENT

e (Click on the
Records

(it Home Reco rds Mma nagem ent 53 Remove from navigation
I I . a n a ge I I l e nt o Compliaace Score File plan Label policies Disposition
. A Alerts An event is a specific occurrence of a predefined event type. Event types are associated with labels that, when applied to content, classify the content as
S O | u t I O n that specific type. If an actual event occurs, such as a user leaves your organization, you'll create an event for that situation by specifying the event type
k" Reports (such as 'Employment ended’), the date the user left, and the IDs associated with the user's labeled content (such as their employee ID). Learn more
about events
5 Policies

. | ~+ Createl (D Manage event types - Export () Refresh litem O Search
® ‘ I I C k t h e Q) Permissions .
Name Last modified Event date
Mark8 eptember 1, 2019 5:29 PM aptember 6. 2019 12:00 AM
Events ta

H Catalog

= Information protection

 (Click Create

[E Data loss prevention

' [& Records management ]

= Information governance




ADVANCED

CREATE A RETENTION LABEL WITH AN EVENT TYPE

Label settings

* Create a new retention label. =

Name your label c

On

* On the Label settings screen,

@ Retain the content (5)

select the drop down next to e K g

Retain or delete the content G
based on.

=

Notify these people when there are items ready to review

O Nothing. Leave the content as is. (7)

O Don't retain the content. Just delete it if it's older than (7

e Choose An event.

Retain or delete the content based o1 an event ¥IlLL

Content that has this label applied will be associated with the type of event you choose. When
there's a specific occurrence of this event type, you'll create the actual event to start the

* Create a label for each type of e

Edit

content, e.g., contract, el dasifcaion

_| Use label to classify content as a "Record" \l

deliverable, email - [




COMPLETE THE ASSET ID

ADVANCED

€az Mark 8 Project Team

Home

Conversations

Documents

Shared with us

Notebook
Pages

Bugs
Contracts
Site contents
Recycle bin

Edit

Public group

E

Open

|&? Share

(@ Copy link

Documents > Design

wm o® B B ® & L

Mame

bearing-44DDF-stress-test.xlsx

marketing-initiatives-FY 17 .xlsx

Usability Testing Priorities.docx

&

XT1050 Marketing Collateral Timelines_V... &

XT1050 Specification.docx

XT1050 Usability test 2.3.docx

&

I Download [i] Delete - Pin to top

Retention label

Employee Records

Employee Records

EU Contract

EU Contract

Product Marketing
Materials

Product Retired

=l Rename

Created

September 1, 2019

September 1, 2019

September 1, 2019

September 1, 2019

March 25

September 1, 2019

Created By

Megan Bowen

Megan Bowen

Megan Bowen

Megan Bowen

Frica Toelle

Megan Bowen

X 1 selected

— All Documents

% Following

2 19 members

Y ©®

@ XT1050 Usability test 2.3.docx

XT1050 Usability Test 2.3

Project Phase

Se .
Requirements
Ge
Fiscal Year
Hit Enter value here
Apply retention label
Product Retired
Hil Asset ID
12345
™ Cavina
Co —

5?9 Show or hide columns




HOW TO AUTOMATE EVENT-BASED RETENTION

APPLY LABEL ADD ASSET ID EVENT CREATION

Auto-apply the label based  Configure a custom column REST APIs with:
oh content properties. in SharePoint with a default e Microsoft Flow

Auto-apply the labels based value for each document * PowerShell or HTTP client to
on classifier library. call REST API

Configure a default  Automate using Microsoft
document library label Flow.

ADVANCED







CREATE A RETENTION LABEL WITH A DISPOSITION

Turn on retention

Select Tigger a
disposition review

Enter the people who
should do the review

Reviewers can be
individual users,
distribution or security
groups, or Office 365
groups

Best practice is to NOT

use an individual name.

Only one person needs
to approve disposal

REVIEW

Create a label to help users classify
their content.

. Name your label

. File plan descriptors
) Label settings

@ Review your settings

Label settings

Retention (O

On

When this label is applied to content...

@ Retain the content (3)

For thislong... Y|| 1 days

What do you want to do after this time?

O Delete the content automatically. (3)

@ Trigger a disposition review. (7)
Notify these people when there are items ready to review

= e e e e e B g e
i 5 A5 e YA E L T Airmrms e P %
S \LL A365x172465.0nMicrosoft.com

' Nothing. Leave the content as Is. ()

O Don't retain the content. Just delete it if it's older than ()

Retain or delete the content based on| when it was created v 3‘




ADVANCED

DISPOSITION REVIEW EMAIL

* Once a week
reviewers will be
notified that they
have items ready ——u
for disposition O s o e oo

om=
[
Sat 11/9/2019 1:47 AM
reVI eW A?IaﬂﬂlDey‘;uﬂlng Z i

You're getting this mail to let you know that some items with the 'One Day Retention' label applied are close to the end of their retention

. . period and ready for your disposition review.
* The link in the

. . You can perform the review on the Dispositions page of the Office 365 Security & Compliance Center. Go there now.
email will take e

them tO the The Office 365 Team
disposition view

“ Replyall ~ ] Delete @ Junk Block

Items labeled as 'One Day Retention' are ready for disposition review .

Er. S W 2




ADVANCED

DISPOSITION PAGE

e The view is tailored
to the reviewer.

(R Records management 5& Remove from navigation
* |t shows the total
f . < File plan Label policies Events Disposition
number of items A g
ot Mame Type Count

that are pending . |
review. .

Project Deliverable

it

[

H

(&

| &



ADVANCED

VIEW ITEMS PENDING DISPOSITION

* Filter items by
type, start or end |
One Day Retention
date Activity  Items with this label Pending disposition  Disposed items

=
] Dispose [ Extend <D Relabel — Export ‘
. T

Search across all o]

) Name Location Al .
< Review D
. () 3 Your Azure AD Identity Protect...  https://outlook.office365.com/owa/?ltemID=A...  ac
Ite I I l S Type _ (7 Finalize decision
O a Your Azure AD |dentity Protect... 1ttps://outlook.office365.com/owa/?ItemID=A... ac
Emails Comment
. [ . | | rr [ICC 3 ™ A
o (] Your Azure AD Identity Protect.. https://outlook.office365.com/owa/?ItemID=A.. ac
ct on items to
Emails () Your Azure AD Identity Protect...  https.//outlook.office365.com/owa/?ItemID=A.. ac
di posSe, exte d
L 3 s o E
I S S ) Xt n L1  Your Azure AD Identity Protect.. https://outlook.office365.com/owa/?ItemID=A.. ac = :
Start date il Dispose from Office 365
[ ]
rEte n t I O n O r‘ Select a date.. | () You now have Audio Conferen...  https://outlook.office365.com/owa/?ItemID=A.. ac
) i) Extend retention
L1 You have been added to a tea.. https://outlook.office365.com/owa/?itemID=A.. ac
End date
relape . = o | & Relabel
Select a date.. L —L] You have been added to a tea.. https://outlook.office365.com/owa/?ItemID=A... ac

PY Export 3 IISt Of a” S tamsselictad. 18 temsloaded
Items to a .csv




ADVANCED

EXPORTED ITEMS FOR DISPOSAL REPORT

: ; : B
AuthorOrSender .Locati:::n TitleOrSubject RecordType TagName LabelAppliedBy LabelAppliedDate ExpiryDate ;
admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc Lending proposal Process pptx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:33:04.0000000Z *

j:::nis @m365x172465.onmicrosoft.com https://m365x172465.sharepoint.com/sites/Commerc FY Budget Projection.xlsx xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T19:29:00.0000000Z 2019-10-15T08:33:04.0000000Z

EB admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc Contoso Lending Proposal.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.00000007 2019-10-15T08:33:04.0000000Z |

admin@mEEle?ZﬂrES.:::nmicr:::s:::ft.c:::m https://m365x172465.sharepoint.com/sites/Commerc Q3 and Q4 Expense Trends By Month.xls xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.00000007 2019-10-15T08:33:03.0000000Z 4

ﬂ admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc FY Budget Projection.xlsx xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.00000007 2019-10-15T08:33:02.0000000Z 1

admin@m365x1?2465.:::nmicr:::s:::ft.c:::m https://m365x172465.sharepoint.com/sites/Commerc Financial Regulations.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:33:02.0000000Z

M admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc Annual Financial Report.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.00000007 2019-10-15T08:33:01.0000000Z <

2B admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc Contoso Purchasing Permissions.docx  docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:33:01.00000002Z 4

(18 admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc PowerPoint Presentation pptx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.00000007 2019-10-15T08:32:56.0000000Z 4
admin@m35511?2465.:::nmicr:::s:::ft.c:::m https://m365x172465.sharepoint.com/sites/Commerc Commercial Loan Rates 2018.xlsx xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:32:54.0000000Z '

admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/Commerc CONTOSO FINANCIAL - 4252D.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:32:53.0000000Z 4

admin@m365x1?2465.:::nmi::ros:::f‘t.c:::m https://m365x172465.sharepoint.com/sites/Commerc Credit Card Info.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:54:09.0000000Z 2019-10-15T08:32:53.0000000Z &

admin@m365x1?2465.:::nmicr:::s:::ft.c:::m https://m365x172465.sharepoint.com/sites/pwa/Nor Welcome to Excel xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:40:41.00000007 2019-10-15T08:32:52.0000000Z f

admin@m365x1?2465.:::nmi::rosof‘t.c:::m https://m365x172465.sharepoint.com/sites/pwa/Nor Step by Step Tutorials for Microsoft Intel doc One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:40:21.0000000Z 2019-10-15T08:32:52.0000000Z &

([N admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/pwa/Nor Test Plan xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:40:32.0000000Z 2019-10-15T08:32:52.0000000Z
(W8 admin@m365x172465.onmicrosoft.com  https://m365x172465.sharepoint.com/sites/pwa/Nor Business Plan Design docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:39:54.0000000Z 2019-10-15T08:32:51.0000000Z
(BN admin@m365x172465.onmicrosoft.com  https://m365x172465-my.sharepoint.com/personal/a Finance.pbix phix One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:50:01.0000000Z 2019-10-15T08:32:50.0000000Z P

admin@m365x1?2465.c:nmi::r:::soft.c:::m https://m365x172465-my.sharepoint.com/personal/a Employee Engagement Plan.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:49:44.00000007 2019-10-15T08:32:50.0000000Z *

admin@m35511?2465.:::nmicr:::s:::ft.c:::m https://m365x172465-my.sharepoint.com/personal/a Proposed_agenda_topics.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:50:09.0000000Z 2019-10-15T08:32:50.0000000Z *

admin@mEEle?ZﬂrES.:::nmi::r:::s:::ft.c:::m https://m365x172465-my.sharepoint.com/personal/a Contoso Q2 Division Sales.pbix phix One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:49:54.00000007 2019-10-15T08:32:49.0000000Z 1

admin@maﬁﬁxl?zﬂrﬁfuDnmicmsof‘t.c:::m https://m365x172465-my.sharepoint.com/personal/a NC460 Sales Team.pbix pbix One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T17:50:14.0000000Z 2019-10-15T08:32:49.0000000Z ¢

meganb@m365x172465.onmicrosoft.com https://m365x172465.sharepoint.com/Shared%20Doc Blog Post preview.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T19:19:28.00000007 2019-10-15T08:32:48.0000000Z
2E8 meganb@m365x172465.onmicrosoft.com https://m365x172465.sharepoint.com/Shared%20Doc Pre-release Memo.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T19:19:28.0000000Z 2019-10-15T08:32:47.0000000Z 4
eEl meganb@m365x172465.onmicrosoft.com https://m365x172465.sharepoint.com/Shared%20Doc Northwind Customer Data xlsx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T7T19:19:28.00000007 2019-10-15T08:32:47.0000000Z i
28 meganb@m365x172465.onmicrosoft.com https://m365x172465.sharepoint.com/Shared%20Doc Marketing Strategy Future.docx docx One Day Retention admin@m365x172465.onmicrosoft.com 2019-10-11T19:19:28.0000000Z 2019-10-15T08:32:47.0000000Z
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VIEW DISPOSED ITEMS

* History is kept
for the length of
the audit |Og (90 One Day Retention
Or 365 dayS) Activity ~ Items with this label ~ Pending disposition ~ Disposed items

o3 Contoso Electronics Microsoft 365 compliance

o o — Export
c O d d it
nce aisposea | | | | .
Filters < O Title Location Comment Deletion authorized by Delef
[ ]
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Start date

days to appear »
her‘e End date

Tue Apr 14 2020

® It Wl” ta ke ema”s 0 items selected. 3 items loaded.
14-30 days to
appear here




DISPOSAL IN SHAREPOINT — RETENTION LABEL

Search this library X

gt Mark 8 Project Team Progress

1 item wasn't deleted from Do... X

The label that's applied to this
item prevents it from being

- - edited or deleted. Check the
D OCUMeENts item's label for more details.

Home E_i____ Open ¥ Share @ Copy link 4 Download [l Delete @ Pintotop =D Rename -*- X. 18 @ Campaign Sales Data.xlsx

C ~~mtante Mirifsl f = \hial
S1te contents Ligital Assets Web
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HOW RETENTION POLICY DELETION WORKS IN
SHAREPOINT AND ONEDRIVE

First-Stage Second-Stage

| Permanent
. Recycle Bin Recycle Bin

Deletion

User Purge Cleanup
Document N > >
Library é
93 Days ‘
Preservation
1 Hold Library Permanent

Deletion

Cleanup @
L 7/ Days J

1. If the content is modified or deleted during the retention period

Retention Period

2. If the content is not modified or deleted during the retention period



HOW OFFICE 365 DELETION WORKS IN
EXCHANGE MAILBOXES AND PUBLIC FOLDERS

RETENTION PERIOD

Permanent

Deletion

Email or Cleanup
Public Folder >
14-30 Days
1 Recoverable

Items Folder Permapent

Deletion

Cleanup ‘

14-30 Days

1. If the content is modified or permanently deleted by the user during the retention period
2. If the content is not modified or deleted during the retention period A



OFFICE 365 RECORDS MANAGEMENT RESOURCES

* Microsoft documentation on records management

 Compliance licensing information

* [Video] Learn more about intelligent information governance across all yvour data

* [Video] Data is exploding: Intelligently manage your data lifecycle with
information governance

* [Video] Trigger retention policies with Events in Advanced Data Governance

* [Video] Information Governance and Mitigation of Compliance Risks in Microsoft
365

* How To Use Office 365 (my blog)

* Joanne C Klein’s Blog



https://docs.microsoft.com/en-us/microsoft-365/compliance/records-management?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance
https://myignite.techcommunity.microsoft.com/sessions/81459?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/81439?source=sessions
https://www.youtube.com/watch?v=jSV2vKh0xNg
https://www.youtube.com/watch?v=-NtGgezOA4o
https://howtouseoffice365.com/
https://joannecklein.com/

QUESTIONS?




@ @EricaToelle

@ me@ericatoelle.com

» erica.news/linkedin
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ERICA TOELLE HowToUseOffice365.com

Microsoft MVP

HOW TO USE
OFFICE 365

erica.news/youtube
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